Store and verify health claims on the Ethereum blockchain
H €d Ithys E LF I E Patient-driven EMR with forward-looking consent management & interoperability via blockchain
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Work flow example: establish uPort digital
identity via Ethereum smart contract, set up
verifiable health claim using
schema.org/Patient

decodedToken:
{ header: { typ: , alg: H

EVAGELE
{ claim: \ Share conditions, medications, allergies, genetic data

subject:

issuer:

issuedAt:

expiresAt: o
signature:

across family groups
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Work flow example: Tierion HIPAA-compliant audit-trail

https://apl.tierion.com/v1/records

POST v https://api.tierion.com/Av1/records

Body ®

@ form-data @ x-www-form-urlencoded @ raw @ binary

datastoreld™: ’

"firstname": "Micky",

"lastname”: "Mouse”,

‘emailaddress”: "jonathan@transendx.com”,
"https://open-ic.epic.com/FHIR/api/FHIR/DSTUZ/Condition?patient=Tbt3KuCYOBSPSrlv(u2j-P1K. atHsuZxUjUM8bNpetXoB&category=

JSON v =

1": "SoESVpifDk2NiowNgflH1gn",

atus”: “queved®,
firstname™: "Micky",
lastname™: “"Mouse®,
Lloddress™: "jonathanBtransendx.com®,
: "https://open-ic.epic.com/FHIR/api/FHIR/DSTUZ/Condition?patient=Tbt3KuCY@BSPSrlvCu2j-P1K, aiHsuZxljUMEbNpetXoBicategory=diognosis”
s "{\"firstnome\":\"Micky\" ,\"laostnome\" :\"Mouse\" ,\"emoi loddress\" :\" jonathon®transendx. com\" ,\"url\" :\"https://open-ic.epic.com/FHIR/opi/FHIR/D
: "ece726bbOd6C17fRR7ccoD6593ac3cb597f07f89630010099373eca741306460" ,

* oD
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Summary: Patient-driven EMR with forward-looking
consent management, data liquidity via blockchain

¥ HealthySELFIE

Problem: Non-interoperable medical records My eHealth Wallet

Market-ready for $22 billion worldwide EMR market
e Revenue: service provider (Aetna, Cigna, Anthem) with
EMR solution, remunerated patient-shared data
* Precision Medicine Initiative: share genetic/medical
data across family groups
Interoperability/Shared Infrastructure

e HL7 FIR open data standard schema.org/Patient H
(standards-based unified EMR solution)

Use of Blockchain

My Health ID

e Ethereum blockchain smartcontracts ! ' 8 |
e uPort self-signed digital identity management system _ A |
e HIPAA-compliant audit log with Tierion My Family My Doctors

Technology Stack
e Ethereum blockchain smartcontracts, uPort, IPFS,
Whisper; HL7 FIR Epic open EMR Argonaut Project



